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PLAYER MAP X-Ray security is our top priority – our measures are world-class 
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PMX operates under 256-bit SSL encryption site wide (indicated by “https”), to ensure all activity is secure. 
 

PMX firewall rules block the database and application except as authorized via Secure Shell (SSH) protocol. 
 

PMX database and application software is routinely upgraded to ensure it remains up to date, secure, fast. 
 

User account access is secured by login ID and password, both created by the user, not generated by PMX. 
 

User accounts are locked if multiple unsuccessful login attempts, and can only be unlocked by PMX admin. 
 

User accounts are verified via internal keys to ensure only authorized users can access their Player Maps. 
 

PMX Team Folders is designed so only people the shared folder “owner” authorizes can access that folder. 
 

PMX Team Folders users can only view or copy a shared PM – only the owner of a PM can edit the original. 
 

Org Admin enables clients to suspend the PMX accounts of people who should not have access to PMX. 
 

PMX utilizes authenticity tokens to ensure data entry is legitimate. 
 

PMX database is backed up nightly to ensure all data is protected. 
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